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************************ Start of change 1 *********************************

5.3.2
Functional model for key management

Within the mission critical architecture, the Key Management Server (KMS) provisions key material associated with a specific MC identity (e.g. MCPTT ID). The KMS has interfaces with the key management clients. A key management client is responsible for making requests for identity-specific key material. Key provisioning clients are located in the MC UE, in the MCX Server(s) and in the Group Management Server(s).

The reference points for the KMS are shown in figure 5.3.2-1.


[image: image1.emf]Key Management

 Client

MCX UE

Key Management 

Server

Common Services Core

CSC-8

CSC-9

Key Management

 Client

MCX Server

CSC-10

Key Management

 Client

Group management server


Figure 5.3.2-1: Reference Points for Key Management Server

Figure 5.3.2.1-1 shows the CSC-8, CSC-9 and CSC-10 reference points for the Key Management Server within a MC domain.

The KMS may or may not be located within the Common Services Core (CSC) of the MC domain and may or may not make use of the HTTP proxy.

If the KMS does not make use of the HTTP proxy, then a secure HTTP connection (HTTPS) shall be established directly between the KMS server and the KMS client. In this case, each of CSC-8, CSC-9 and CSC-10 is a direct HTTP connection between the KMS Server and KMS client in the MC UE, MCX Server or GMS (resp). The use of the TrK as defined in clause 9.3.3 may be used to protect the key material content in this configuration, and the InK may be used to integrity protect the key material content.

If the KMS does connect to and employ the use of the HTTP proxy, then for public safety users the TrK shall be used as defined in clause 9.3.3 to protect the key material content and the InK should be used for integrity protection. In this case, each of CSC-8, CSC-9 and CSC-10 uses HTTP-1 and HTTP-2 between the KMS Server and KMS client in the MC UE, MCX Server or GMS (resp).

5.3.3
Security procedures for key management

The procedure for the provision of identity-specific key material when the HTTP proxy is supported between the KMS and the KMS client is described in figure 5.3.3-1. The procedure is the same whether the key management client in the MC UE, an MCX Server or a Group Management Server is making the request.
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Figure 5.3.3-1: Provisioning of key material via the HTTP proxy
The procedure in figure 5.3.3-1 is now described step-by-step. 

0)
The key management client establishes a connection to the KMS. As with other elements in the Common Services Core, the connection is routed via, and secured by, the HTTP Proxy. The message flow below is within this secure connection.

NOTE:
Additionally, the connection between the KMS and the HTTP Proxy is secured according to clause 6.1.

1)
The key management client makes a request for user key material from the KMS. The request contains an access token to authenticate the user as defined in clause 5.1. There are three types of request (as defined in Annex D):

a)
KMSInit Request. This request is the first request sent to the KMS to setup the user.

b)
KMSKeyProv Request: This request is to obtain new key material from the KMS. The request may contain details of a specific identity (e.g. MCPTT ID) required for key management, and may contain a specific time for which the key material is required. 

c)
KMSCertCache Request: This request is to obtain external KMS certificates associated with external security domains (managed by another KMS). The request may contain details of the latest version of the cache received by the client.

2)
The KMS provides a response based upon the authenticated user and the user’s request. For public safety use, the key material itself shall be encrypted using a 256-bit transport key (TrK). The response may also be signed by the TrK or the InK. The TrK and InK are initially distributed via an out-of-band mechanism along with their 32-bit identifiers, the TrK-ID and InK-ID, respectively. The responses are:

a)
KMSInit Response. This response contains domain parameters and optionally, a new TrK and/or a new InK.

b)
KMSKeyProv Response: This response provides new key material to the user and optionally, a new TrK and/or a new InK.

c)
KMSCertCache Response: This response contains new or updated home KMS certificates and/or external KMS certificates required by the user for communications with external security domains.
The procedure for the provisioning of identity-specific key material when the HTTP proxy is not used between the KMS and the KMS client is as described in Figure 5.3.3-2.
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Figure 5.3.3-2: Provisioning of key material without a proxy

The procedure in Figure 5.3.3-2 is now described step-by-step: 

0)
The key management client establishes a direct HTTPS connection to the KMS. The following message flow is within this secure connection.

1)
The key management client makes a request to the KMS. The same requests can be made as defined above with a proxy.

2)
The KMS provides a response based upon the authenticated user and the user’s request. Optionally, the key material itself may also be encrypted using a 256-bit transport key (TrK). The response may also be signed using the TrK or the InK. The TrK and InK are initially distributed via an out-of-band mechanism along with their 32-bit identifiers (TrK-ID and InK-ID respectively).

As a result of this procedure, the key management client has securely obtained key material for use within the MC system.

5.3.4
Provisioned key material to support end-to-end communication security

End-to-end communication security for either group or private calls requires the provisioning of key material from the KMS. The key material provisioned to each user is listed below:

-
A KMSInit Response contains the Home KMS Certificate (domain specific key material associated to the KMS), and may contain:

-
An updated TrK for the user (to replace the offline-provisioned, bootstrap TrK).

-
A KMSKeyProv Response contains zero, or more, KMSKeySets and may contain:

-
An updated TrK for the user (to replace existing TrK).

-
A KMSCertCache Response may contain:

-
Home KMS Certificate(s) (current, updated or future).

-
External KMS Certificates. This is domain specific key material associated with other KMSs. It is required to enable secure communications across security domains.
************************ End of change 1 *********************************

************************ Start of change 2 *********************************

9.3.3
Key agreement

The confidentiality and integrity protection mechanisms defined in F.1.4 rely on a shared XML Protection Key (XPK) to be able to encrypt and sign XML.

For connections between the client and the MC Domain, the XPK shall be the 128-bit shared Client-Server Key (CSK) established as defined in clause 9.2.1. The XPK-ID shall be the CSK-ID.

For connections between servers inside and across MC Domains the XPK shall be the 128-bit manually provisioned SIP Protection Key (SPK) established as defined in clause 9.2.3. The XPK-ID shall be the SPK-ID
For connections between the KMS and the MC KM client (as described in clause 5.3.3), confidentiality protection shall use the 256-bit TrK as the XPK and the TrK-ID as the XPK-ID.   Integrity protection shall use the InK as the XPK and the XPK-ID shall be the InK-ID.
The integrity key and confidentiality key for application data protection shall be derived from the XPK as defined in annex F.1.4. The XPK-ID may be listed in the XML to aid decryption.
************************ End of change 2 *********************************
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